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Release notes for MailXServer 4 .6 a 
 

Before you start  the update ensure that  the Linux system is updated 
with the newest  patches. 

To update the system run the following from the Linux console as root :  
Redhat :  up2date –u 

CentOS:  yum  update 
 

A new release of MailXServer is available for online update. The following updates 
are m ade:  
 

o Connect ion Control 
Mail Server        Connect ion Cont rol 
Connect ion cont rol will m anage incom ing connect ions to assist  with spam  
blocking, load cont rol and denial-of-service (DoS)  at tacks. All Connect ion 
Cont rol tests will be done during the init ial header com m unicat ion between 
the servers. This will save bandwidth.  The following connect ion cont rol 
set t ings are available:  
 

• Maxim um  Recipients Per Message 
The m axim um  recipients per m essage will only allow m essages that  
contain a valid num ber of recipients. I f the m essage exceeds the 
specified recipients the sender will receive the following failure "Too 
m any recipients" . This is a global set t ing and will override other rules. 
 
 
 
 
 

• Connect ion Throt t le Control 
Connect ion Throt t le Cont rol can stop dist r ibuted denial-of-service 
(DDoS)  at tacks and can assist  with server load. This cont rol will allow 
no m ore than the specified num ber of new connect ions per second. I f 
the cont rol is for exam ple set  t o 2 and 5 connect ions arr ive at  the 
server in one second the server will only handle 2 connect ions in a 
second, the rem aining connect ions will have to wait  their turn. 
 
 
 

 
 

• Connect ion Rate  Cont rol 
Rate Cont rol will lim it  the rate of incom ing connect ions on a per server 
( IP)  or subnet  basis. I f the incom ing rate exceeds the value for the 
specified IP/ subnet  during the configured window t im e the e-m ail will 
be tem porary failed -  causing the incom ing server to queue m essages 
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for later delivery ( if the server is standards (RFC)  com pliant ) . The 
default  value will be assigned to all servers that  are not  explicit ly 
specified. The window t im e for connect ions can be m odified. The 
default  window t im e is 60 seconds. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Sim ultaneous Connect ion Cont rol 
Sim ultaneous Connect ion Cont rol will lim it  the total num ber of 
connect ions on a per server ( IP)  or subnet  basis. Rate Cont rol alone 
m ight  not  protect  the server from  DoS at tacks. A m alicious server can 
create new connect ions to MailXServer at  a slow rate without  
disconnect ing. This can cause all slaves to be busy not  allowing new 
connect ions from  valid servers. To elim inate this threat  a m axim um  
concurrent  connect ions by any I P or subnet  can be specified. The 
default  value will be assigned to all servers that  are not  explicit ly 
specified. 
 
 
 
 
 
 
 
 
 
 

• Greet  Pause 
Spam m ers use a m ethod called "slam ming" to connect  to a server 
without  wait ing for the recipient  servers greet ing. The greet  pause 
m ethod will delay the servers greet ing for a specified period. I f a m al 
form ed viruses, Trojans or spam  generators sends com m ands before 
receiving a greet ing all com m ands from  the sending server will be 
rej ected. 
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o Update Graphs 

The graphs were updated to include graphs from  the new Connect ion Cont rol 
feature. 
 

 
 
 

o Hold Subjects 
Rules       Edit  HoldSubject  
Hold subjects can be defined for  every dom ain or e-m ail address ( rules) .  I f a 
m essage subject  is m atched to a hold subject  the m essage is placed in the 
Hold Queue for  later delivery.  
 

o Shadow  Authent icat ion 
The XUsers have been m odified to allow users to authent icate from  the local 
Linux shadow password file.  Usernam es will be ret r ieved from  the virt ualuser 
file or be derived from  the supplied e-m ail address. 

 
o Queue m onitor ing  

Tools       Server  Monitor  
MailXServer will m onitor all the queues and send a not ificat ion e-m ail to the 
adm inist rator once the num ber of em ails in the queue is greater than the 
specified num ber for  each queue.  The following queues will be m onitored:   
Mail Queue, Client  Mail Queue, Hold Queue, Slow Queue:  High Priority, Slow 
Queue:  Medium  Priorit y, Slow Queue:  Low Prior it y and the Trash Queue. 
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o Disk space m onitor  
The disk space m onitor was updated to allow m onitoring of volum es with very 
long nam es ( like LVM volum es) . 

 
o Release m ult iple  m essages sim ultaneously  

Both the MailXServer GUI  and the XUsers GUI  have been m odified to allow 
m ult iple m essages to be release from  quarant ine sim ultaneously. 
 

 
 

o Act ion But tons 
The act ion but tons was m oved to the left  of the table for both the MailXServer 
GUI  and XUsers GUI . 
 

o Maillog sort  order  
Ent ries in the m aillog is now sorted in decending order. 
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o Forw ard Lookup Test ing 
Tools       Test  Forw ard Lookup  
To facilitate easier forward lookup configurat ion a forward lookup test  was 
added. 
 

 
 

o RBL Test ing  
Tools       Test  RBL’s 
Unless otherwise specified only the act ive RBL servers will be tested during a 
RBL test . 
 

 
 

o Other m inor updates and fixes 


